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Main Question

Can we prove that
a static analysisa of a program P
does not raise false alarms?
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Analyses raise False Alarms

p 70 Bad State False Alarms

t
False alarms due teound approximations!



* Analyses are designed to be sound

* [alse alarms due to imprecision

Soundness

- Imprecision
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Zero False Alarms

p 7 Bad State

Completeness NO false alarm!



 Analyses may be complete

 Completeness may happen

Completeness '
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Which analysis?
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To get completeness (or improve precision)...

a(f(z))= [ a(z))
Eone can rebne domains
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Instead we want to prove completeness



Completeness of...

a(|alS) : (S) arithmetic expressions
Boolean expressions

programs

Best correct approximations
For any set of stores S



The Abstractiona IS Fixe+




Completeness Class far

aef {a arith.exp. | a([la]) = [a]|“}

def {b Bool.exp. | a([[b]]) = [[b]*}

def {P program | o([P]) = [P]' }




Completeness Class

C(a) € {P program | a([P]) = [P]' }

Programs

We study
this object



Completeness Class

def

Cla) € {P program | o([P]) = [P]' }
skip;

skip; skip:;
~ skip; skip; skip:;
skip; skip; skip; skip;



Completeness Class

Cla) € {P program | o([P]) = [P]' }

Nelmiliel C(a) = All Programs ! a" {Az.x, Ax.#}

This incomplete program is debPned !
similarly to Rice Theoren's proof
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Completeness Class

Cla) € {P program | o([P]) = [P]' }

Non P complete [P] = [Q] # Q complet:
Extensional

PrSNy/+} = {x/+, y/+}
QSN y/+} = {X Z, yI +)



Completeness Class

Cla) € {P program | o([P]) = [P]" }

2 Nfelg
+

Rice Theorentannot be used !
for proving thatC(! ) Is undecidable

Undecidable? Semi-decidable (r.e.)? Notr.e.?



Completeness Class
E(a) = {P program | o([P]) = [P]' }

It I 1S nontrivial then

C(! ) andC(! ) are productive se

— C(e)andc(a) are notr.e.,l.e.are encoding
of brst-order arithmetics

automating the proof that !
o 1S complete forP Isimpossible

—

Completeness is harder to prove than termination



TechnicaQuestion

Can we prove that
P e C(!)?

4

We provide computable !
under-approximations of(! )




The problem

Given a program P can we prove
whether an analysis ofP with o will be complete?

,

Abstraction O



Numerical Abstractions
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The problem

Given a program P can we prove
whether an analysis ofP with o will be complete?

Whlle(az>0)
o x . =x" 1;

. /] query: x=07?
, X € (0,0

Intervals

—> Completeness



The problem

Given a program P can we prove
whether an analysis ofP with o will be complete?

pimg T E —1,9]
while(xz > 0)
=" 2;

[/ query: x =" 17
, r e |[—1,0]

Intervals

— Incompleteness



Recall analysesP"« are best correct approximations!

—> Analysed P">use abstract joins not widenings

—+)> Abstract joins arealwayscomplete in !
I Galois connection based analyses!

Incompleteness isever due to
abstract joins




Complete Incomplete

x = 9; r = 9;

while (z > 0) while(xz > 0)
x.=x" 1 x:i=x 2

/] query: x =07? /[l query: x =" 17

What's wrong?

M Assignment to a constant is complete in Intervals: ¢ € (9, 9]

[ Both tests x>0 and x!0 are exactly represented in Intervals and
therefore are complete: « € [1,4+00|, € |[—00, 0]

M The decrements x-1 and x-2 are complete in Intervals

[ Abstract join is always complete




The problem

x=9
=7
o nt([x ! OJ{" 1,1,...,9}) =
Concretelyx=3 X! ["1"1]
x=1
ZCZ.: 9, x:_—]
wh;lé(::v; 02). incomplete Boolean exit
/] query: :c7: 17 x#[9,9
w79, nt([z < 0]Int{—1,1,....9})
x#(5,9. Mt < Ot =L P =
Abstractlyl ,ra'g1 | X 1 [~1,0
xH#[1,9
xt[-1,9]




The problem

x = 9;

while(x > 0)
x:i=x 2

[l query: x =" 17

Both testsx>0 andx!0 areincomplete, !
even If they are exactly represented Iin Intervals



Core proof system—_, P

Fo P o Q
[skip] [seq]
o sKip o P Q)
o C [beB() —-beB(!)| o C |beB(!) —beB(!)

[if] [while]

~. if b then C . while b do C



Core proof system—_, P

b P =P eC(o)

Completenes



What about asignments?

a € A(a)

IS nOot sound
|_! I .= a



Example irDctagons

Expression x+y is complete in Oct

But, assignment z := x+y IS not complete in Oct

S={(x/2y/1,2/0),(x/ 1,y/4,z/2)}

}

Oct(lz = x+ y"S) ! Oct(lz = x+ y"Oct(S))

(x/ 2,y/ 3,2/ 5) (x/ 2,y/ 3,2/ 5)

The problem is thaOct is relational



Assignments In !
NonrelationalDomains

a € A(a)

IS sound
|_! L .=



Example iNullness

Simplenullnessanalysis '
def N NT
e

newInt € A(Null)
(x =null) € B(Null) —(x =null) € B(Null)

null € A(Null) Fnun X := new Int

N X 1= null FNull If (X = nuII) then X := newlInt

Proved!

Fnun X = null; if (x = null) then x := new Int



Assignments In !
RelationaDomains

Nothing can be done in general!

Need for domain-specibc analyses
of completeness of assignments



Assignments foOctagons

Theorem: The only complete assignments!
for Oct are:!

X .
X .




Back to Boolean guards!
Example inntervals

? ? X # 1) A(Int)

L (x> 0)! B(Int) A(x> 0)! B(Int) E'|mx = x# 1!

"t While (x> 0)dox = x# 1

"t X :=9; while(x> 0)dox = x#1



Back to Boolean guards!
Example inntervals

Incompleteness

x# 11 A(Int)

"mX=x#1

"t X =9 T " Int While (x > O) dox = x# 1

"t X :=9; while(x> 0)dox = x#1

E but the program iscomplete!



Conditional rule for !
Boolean Guards

gt € {11 Store| !B = true }

Conditional rule

For any possible set S of input stores for a guard b:

assume[S :|! (1b""'NS) =1 (16") Aa ! (S)

b e B(A)




Conditional Proofs of
Completeness

A proof of completeness for P in $, which depends on
all the assumptions made for the Boolean guards of P

/ .

assume[S : Int{x ! S|x> 0} =[1,+$ ] % INt(S)] assume[S :Int{x! S|x & 0} =[#F ,0]%. INt(S)] x# 1! A(Int)
9! A(Int) (x> 0)! B(Int) A(x> 0)! B(Int) e X = X# 1

"t X =9 “nt While (x> 0)dox := x# 1

"It X :=9; while(x> 0)dox = x# 1



Completeness of guards dnt

Two variables x,y and a Boolean guard R
representable in Int, a rectangle, e.q. ki1<x<ko %y>k3

R R

Completeness Incompleteness
R is complete for Int in a set of stores S
<)

*E | edgesR). #'E (Int(S) $ R) ( Int(#'E (S $ R))




Conditional Proofs of
Completeness Innt

A proof of completeness for P in $, which depends on
all the assumptions made for the Boolean guards of P

assume[S :Int{x ! S|x> 0} =[1,+$ | % INt(S)] assume [S:Int{x! S|x &0} =[#$ ,0]%. Int(S)] x# 1! A(Int)
9! A(Int) f (x> 0)! B(Int) A(x> 0)! B(int) X e X = X# 1
"t X =9 / “nt While (x> 0)dox := x# 1

"It X :=9; while(x> 0)dox = x# 1

S =1{9,8,7,...,0}

Int(x> 0)! S)= (x> 0)! Int(S) Int((x! 0)" S)=(x! 0)" Int(S)

With x:=x- 1; we don't have "holes" in O for §



Completeness of guards dnct

@remienniees ; / ”gé... ¥/

“”0 ® . I o”" // i
e | © ¥ ){¥; ©
\‘\! RNy

$ ¥
Completeness Incompleteness

Similar tolnt



Conclusions

¥ Completeness classf a given abstraction!

¥ A proof systemfor proving completeness!

¥ Need of specibc proofs for assignmentsranmerical abstractior
¥ Proofs typically fail foBoolean guardseldom complete !

¥ Conditional proofsfor Boolean guards

Future Work

Even analyses with widening may be complete!

Proving completeness afideningswrt abstract (not concrete)oins



